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Digital Footprints
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Search engines
Social networks
Mobile applications
IoT Sensors 

Relevance for Health and Biomedical Research?
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Digital Biomarkers?
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Mining "Digital Biomarkers" from 
Electronic Health Records
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Mining "Digital Biomarkers" from 
Electronic Health Records
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Administrative data 
(e.g. codes for billing)

ADT patterns

Lab data
Extracts from 
Clinical narratives

Biosignals,
Images

Demographics
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Redefining "Digital Biomarker"

7



CONFIDENTIAL - Property of CBmed

Redefining "Digital Biomarker"
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• Person-related data

• Heterogeneous in format, quality, correctness, 
completeness, degree of standardisation

• Not primarily acquired for prediction of conditions / events

• Often implicit contexts

• Different levels of complexity 
▪ Simple: single data points

▪ Complex: series of data points

▪ Algorithmic: data + multivariate prediction models

• Predictive value: digital biomarker allows prediction of 
conditions or events to a relevant degree 
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Examples for digital biomarkers
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Digital Biomarker Condition / Event Specificity Sensitivity

*GAITRite® signals Bradykinesia + +

*Wii Balance Board signals Postural instability   + +

**HITEx algorithm Current Smoker +++ ++

Mention of "Metformin" in 
the EHR

Diabetes mellitus type 2 ++ -

Administrative ICD codes I10 
or I11 or I12 or I13 or I15

Hypertensive disease ++ +/-

substring "malign" in 
pathology report

malignancy -- +

*** Regular expression
pattern matching

Gleason score, Clark level, 
Breslow depth  

++ ++

*Godinho C, Domingos J, Cunha G, et al. A systematic review of the characteristics and validity of monitoring technologies to assess 
Parkinson’s disease. Journal of NeuroEngineering and Rehabilitation. 2016;13:24.  
** Zeng QT, Goryachev S, Weiss S, Sordo M, Murphy SN, Lazarus R. Extracting principal diagnosis, co-morbidity and smoking status for 
asthma research: evaluation of a natural language processing system. BMC Medical Informatics and Decision Making. 2006;6:30 Cancer
*** Napolitano G, Fox C, Middleton R, Connolly D. Pattern-based information extraction from pathology reports for cancer registration. 
Causes Control. 2010 Nov;21(11):1887-94. 
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Predictive value of digital biomarkers 
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• A priori prevalence (a priori) of condition  

• Fulfilment of FAIR criteria (findability, accessibility, 
interoperability, reusability of data)
▪ Semantic standards used in source

▪ Natural (sub-)language used in source (if information to be extracted 
free text)

▪ Completeness of information

▪ Correctness of information

▪ Sophistication of information extraction routines

• Validation of digital biomarkers necessary
▪ need of reference standard

▪ similar to the validation of other biomarkers
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Project 1.2 "DBM4PM Digital 
biomarkers for precision medicine"
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• Continuation of "IICCAB – Innovative Use of Information for Clinical Care 
and Biomarker Research"
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Base
Data

Clinical
Data

Base
Data

Clinical
Data

BioBank
Data

+
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Example: prediction of delirium
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Conclusion

14

• Important amount of "digital" footprint in routine 
documentation (EHRs): heterogeneous, incomplete, biased, 
low structured

• Justifies extending the notion of "digital biomarker" to 
pieces of information to be extracted from EHRs and which 
have predictive value

• Information extraction and machine learning approaches, 
dependent on natural language resources play important 
role

• Validation of digital biomarkers essential
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